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White paper on the SaaS & Cybersecurity
Landscape in New Zealand: Importance of
SaaS Cost Optimisation and Cybersecurity Posture
Management

Introduction

The Software as a Service (SaaS) and cybersecurity landscapes are evolving rapidly,
driven by the increasing adoption of digital technologies and the ever-growing threat
of cyber-attacks. This white paper delves into the critical aspects of SaaS cost
optimisation and cybersecurity posture management, highlighting their significance
for businesses aiming to thrive in a digitally connected world. The discussion is
anchored in the context of New Zealand's market data, providing insights that are
applicable globally.

SaaS Market Overview in New Zealand:

Market Size and Growth

The SaaS market in New Zealand is poised for significant growth, with an estimated
market size of approximately USD 1.2 billion by 2024. This growth is expected to
continue at a compound annual growth rate (CAGR) of around 8.6% from 2024 to 2028
. The primary drivers for this expansion include the increasing adoption of cloud
services, digital transformation initiatives, and the need for scalable and cost-effective
IT solutions across various sectors.

Key SaaS Vendors and Market Share
The leading players in the New Zealand SaaS market include:
o Microsoft (18% market share)
Salesforce (15% market share)
Oracle (12% market share)
Google Cloud (10% market share)
SAP (8% market share)
Adobe (7% market share)
IBM (6% market share)
Amazon Web Services (AWS) (5% market share)
Zoho (4% market share)
Intuit (3% market share).
These vendors dominate the market due to their comprehensive cloud service
offerings and robust adoption by enterprises across New Zealand. The SaaS model's
appeal lies in its scalability, accessibility, and cost-effectiveness, making it a preferred
choice for many businesses.
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Cybersecurity Market Overview in New Zealand:

Market Size and Growth

The cybersecurity market in New Zealand is projected to reach USD 507.60 million by
2024, with an expected growth to USD 1.03 billion by 2029, reflecting a CAGR of
approximately 7.48% during the forecast period. This growth is driven by the
increasing need to protect digital assets amidst a rising number of sophisticated
cyber threats.

Key Cybersecurity Vendors
Prominent cybersecurity vendors in New Zealand include:

e CrowdStrike

e Trend Micro

o Palo Alto Networks

« Cisco

« Fortinet
These vendors are known for their advanced cybersecurity solutions that range from
network security, endpoint security, and cloud security to advanced threat detection
and response services.

Deployment Mode: SaaS vs. On-premises

The cybersecurity market in New Zealand is split between SaaS (cloud-based) and on-
premises solutions, with SaaS solutions constituting 55% and on-premises solutions
making up 45%. The preference for cloud-based solutions is attributed to their
scalability, flexibility, and cost-effectiveness.

Importance of SaaS Cost Optimisation:

Financial Efficiency

SaaS cost optimisation is crucial for enhancing financial efficiency. As businesses
increasingly rely on multiple SaaS applications, managing costs becomes essential to
avoid overspending and ensure that investments yield maximum returns. Effective
cost optimisation strategies can lead to significant savings and improved allocation
of resources towards more critical business areas.

Operational Flexibility

Optimising SaaS costs enables businesses to remain agile and responsive to
changing market conditions. By continuously evaluating and adjusting their SaaS
expenditures, companies can better align their IT investments with their strategic
goals, thereby maintaining operational flexibility.

Enhanced Decision-Making

Data-driven insights derived from cost optimisation efforts provide businesses with a
clearer understanding of their SaaS usage patterns. This, in turn, facilitates better
decision-making, allowing companies to identify underutilised resources, eliminate
redundancies, and prioritise essential applications.



Importance of Cybersecurity Posture Management:

Risk Mitigation

Cybersecurity posture management is vital for mitigating risks associated with cyber
threats. A strong cybersecurity posture ensures that businesses can detect, respond
to, and recover from cyber incidents effectively, minimising the potential damage to
their operations and reputation.

Compliance and Regulatory Adherence

Adhering to cybersecurity best practices helps businesses comply with industry
regulations and standards. This not only protects them from legal repercussions but
also builds trust with customers and stakeholders who are increasingly concerned
about data privacy and security.

Business Continuity

A robust cybersecurity posture is critical for ensuring business continuity. By
proactively managing their cybersecurity posture, businesses can safeguard their
operations against disruptions caused by cyber-attacks, thereby maintaining
uninterrupted service delivery.

Integrating Cost Optimisation and Posture Management

Combining SaaS cost optimisation with cybersecurity posture management provides
a comprehensive approach to IT governance. This integration ensures that
businesses not only manage their expenditures efficiently but also maintain a strong
defence against cyber threats. By adopting solutions that offer both cost optimisation
and robust security features, companies can achieve a balanced and sustainable
growth trajectory.

Conclusion

The SaaS and cybersecurity landscapes are rapidly evolving, presenting both
opportunities and challenges for businesses. Cost optimisation and cybersecurity
posture management are critical components of a successful IT strategy, enabling
companies to maximise their investments while protecting their digital assets. As the
market continues to grow, businesses must prioritise these aspects to remain
competitive and resilient in an increasingly digital world.
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